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Task 2 — Caesar Cipher
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Task 4 Program

function caesarEncryptDebug(

For ( - : < 51’[“1[![1[ ) i
= [$i];
if (ctype_alpha( )) A

ctype_lower r) ? ord(

2l
= ord($char) - c
=I +
= chr(

) % 26;

}_

return

function CQQEHPJUC"ythoh;q[
for ( = 0: < strilen( 1)e
: = [$i];
if (ctype_alpha( )) 4
ctype_lower( ) ? ord(
= ord( ) -
= ( -
chr(

},

return




Caesar Cipher

Text

Operating systems

Key (K)

1
Encrypted result

Pgfshujoh tztufnt

Process

Caesar Cipher

Text

Key (K)
1

Encrypted result
Pafshujoh tztufnt

Decrypted result

Operating systems

Task 5

Caesar



JCrypTool 1.0.9

5= ,% unsaved001.txt (@ *unsaved002.txt X\% *out001.txt ]

Hello world!

e

= g

kmarks




JCrypTool 1.0.9

- o r% unsaved001.txt (@ *unsaved002.txt (@ *out001.txt X\
JGNNQ YQTNF!

arks

AES



JCrypTool 1.0.9

{E |bSg Default | 8 Algorithm

= B || unsaved0oi.txt (‘% *unsaved002.txt

= [g]

kmarks

r

‘A a8 ueiq

= i
(H@ out004.bin X

00 01 02 03 04 05 06 07 OB 03 OA OB OC OD OE OF 10 11 12 13 14 15 16 17
00:@7 D0 12 EC 6B 26 AE 9C 8A 37 6D DC 0B 6F BF BE EIRE TR ] T
18:

JCrypTool 1.0.9

ﬁCrypin Explorer X § =5
Q, type filter tex ]
ﬁnsymmntric
aclasaic <
51 ADFGVX
@ Autokey-Vigenére

L5 Bifid
5] caesar
@ Double Box
@ Playfair
51 Substitution
@ Transposition
@ Vigenéra
li5i xoR
(5 Hash
5 Mac
[£) Random Number Generator
5 signature
a Symmetric 0
Lsi AES
2] ARC4/Spritz
@ Dragon
Ty IDEA
LSjLFSR
T RCB

i@ 5§ Derault | g Algorithm

B File Explorer X 2 & § = B[ unsavedoozon X = B |[$5 crypto Explorer X i =8
~ Eimactook Hello world! Q tyg tex o
> Eapplimlons &3 Asymmetric w
e e RSA — encryption T ElGamal
RSA s RSA
To encrypt of decrypt a message with the RSA algorithm, choose a key (just manually Eululc <
entered, or from the key store) and pick a padding and block cipher mode.
5] AnFGwX
OESEECE 15 Autokey-vigenire
© Encrypt Decrypt 1] wifid
Keystore Sj Coesar
[i5] Double Box
Selectkey: | No key that fits this operat s (5] Paytair
or: o Create a new key pair in the keystore i sustitution
L i8] Transposition
New key pair 5] vigendre
New key pair I fgjxor
| Enter the details for the new key pair S vasn
@ | Sawac .
y (ExaiEaln I3 Random Number Generator
I 15 signature
About Crypte Explorer Contact name Zhanserik (-] & e .
An existing contact can only be chosen if it does not already own this kind of key. (i5] Aes
Algorithm and key length li5] ARCayspritz
15] Bragon
Algorithm  RSA [01D: 12.840.113549.1.0.1) ¢ % IDEA
+ Standard key length [5j Lrsr
Kay langth . = T RCE
Password
Enter password
Cenfirm password

Algorithms | Analysis | Visuals | Games |




JCrypTool 1.0.9

42 *unsaved002.txt ﬁ@@ out006.bin X = =

" 9]

00 01 02 03 04 05 06 07 08 09 OAR OB OC 0D OE OF 10 11 12 13 14 15 16 17
00:12 24 80 D2 88 7F E7 92 28 D2 63 7a OE 04 16 05 07 80 C6 OA 88 Al 28 15 .$......(.CZ.urunvunnn (.
18:75 4D B6 CB 25 18 39 EE 75 79 B2 13 2F EB 76 7C 4E OF 1B 07 FO 96 61 ED uM..%.9.uy../.v|N..... a.
30:24 36 A8 DD B6 5C A6 D3 BO 3D 12 E0 DB 44 F3 6 B8 CE B8 OR 87 91 38 39 $6...%\...=...D.j...... 89
48:77 39 FO 4D D1 C7 6C B4 33 8F D7 31 34 AC AE 20 34 1F D3 AR C2 00 75 CF w9.M..1.3..14.. 4..... u.
60:C6 55 DO E5 AB D6 12 60 BF 60 4B 98 72 16 D2 C8 7B 03 26 64 65 F5 D9 €8 .U..... . 'K.r...{.&de...
78:44 AF C6 47 9D E9 CF BR D, .G....
90:
Ag:
co:
D8:
FO:
108:
120:
138:
150:
168:
180:
198:
1BO0:
ice:
1EQ:
1F8:
210:
228:
240:
258:
270:
288:
2R0:
2B8:
2D0:
2E8:
300:
318:
330:
348:
360:
378:
390:
3n8:
3C0:
3D8:
3F0:
408 :
420:
438:

N\ (. __

4] *unsaved002.txt f@ out006.bin f@ out007.bin X

00 01 02 03 04 05 06 07 08 09 OA OB OC 0D OE OF 10 11 12 13 14 15 16 17
0:48 65 6C 6C 6F 20 77 6F 72 6C 64 21 Hello world!

1EQ:
1F8:
210:
228:
240:
258:
270:
288:
2A0:
2B8:




Packet Tracer

AERSO0LCL A @A ¢
r=a L ]

X B /sme g

.’1 Q@LQ

OE B E

Home_Siren

WEP
O weAzPsK

Specifcations  Physical _Cofig  Asributes

00 2BCACHED
[Homahie!

WEP Kay

P3K Pass Phase
Uisaw 1D

Uit Nam

AES

Link Local Addrass: FEBO-20020FF FECS:CEE2

Y

cicomocks

Advinced 190 | Type Color | Timeisec) | Periodic Mum Edit | Doleto

GLOBAL MAL Addoss
Settings 8310
Asgorithen Sextings
Files Ihaabioa
INTERFACE WPAPEK
Wireless0
WPA
Blyetooth
802X
Enciyption Type
IP Configuration
O oHee
Static
Pl Addross
Sutinel Mask
IPvE Configurason
Autoematis
D S
1P Address
- 1 Top
SIdmfemer
o —
I E
e [ loT Custom Cablo
LN ] Home Doors
Speciications  Physical | _Conflg _ ~ Attibutes
GLOBAL Port Status on
Settings
Algorithm Settings | ~ Dandwidth
il MAC Address 000A.F3DB.2E37
INTERFACE §siD HomeNet
Wireless0
Authentication
Bluetooth Disabled WEP WEP Key
WPA-PSK © WPA2PSK  PSK Pass Phrase  ciscorocks
User ID
WFA WEA2
Password
802.1X Method:
User Name
Password
Eneryption Type AES ]
IP Configuration
P|
Static
1Pv4 Address
Subnet Mask
1Pv6 Configuration
Automatic
© static
1Pv6 Address /
Link Local Address: FEBO::20A:F3FF:FEDB:2E37
Top Advanced

GLOBAL
Settings
Algorithm Settings
Files
INTERFACE
WirelessO
Bluetooth

Home_Motion_Sensor

Top

Specifications Physical w_ Attributes
WirelessO
Port Status.
Bandwidth
MAC Address 0040.0B39.2124
88D HomeNet
Authentication
Disabled ‘WEP WEP Key
WPA-PSK © WPA2-PSK PSK Pass Phrase  ciscoracks
User ID
WPA ‘WPA2
Password
802.1X Method:
User Name
Password
Eneryption Type AES
IP Configuration
DHCP
Static:
IPv4 Address
Subnet Mask
IPvB Configuration
Automatic
© Static
IPv6 Address

Al Aand A e FEAALAAR B EE A AN

®@on

Advanced




[ ] [ ] Home_Webcam

Specifications. Physical COMIH Atiributes

GLOBAL
Settings Port Status

Algorithm Settings
Bandwidth
Files

INTERFACE MAC Address

Wireless0 e

Bluetaoth Authentication
Disabled WEP

WPA-PSK © WPA2-PSK
WPA weA2

802.1X Method:

Encryption Type

IP Configuration

© DHCP
Static

1Pv4 Address.

Subnet Mask

IPv6 Configuration
Automatic

© static

IPv6 Address

L N )

Top

[ ] Home Office PC

‘WirelessO

00D0.58D1.C411
HomeNet

WEP Key
PSK Pass Phrase  ciscorocks
User ID

Password

User Name
Password

aa

Advanced

Physical  Config Sidop Programming Attributes.

Interface FastEthemet0
IP Configuration
QO DHeP Static
IPvd Address
Subnet Mask
Default Gateway

DNS Server

IPv6 Configuration

o Automatic Static
IPv6 Address
Link Local Address FEB0::2E0:A3FF:FE4E:262B

Default Gateway
DNS Server
802.1X

Use 802.1X Security

Authentication
Username

Password

Top

DHCP request successful.

1pv6 request failed.

® ) Home Office PC

Physical  Config _Deskiop _ Programming Attributes !

!

< > | URL hitpu/192.168.0.1/Wireless_MAC.asp Go Stop
——

Wireless Port:  2.4G

© Enabled Disabled

Prevent PCs listed below from accessing the wireless network
© Permit PCs listed below to access wireless network

Access Resolution

Wireless Client List

:CEA4C MAC 26:

MAC Address ~ MAC 01 pa:
fiter st
MAG 02: 00:90:28:2:CB:0D MAC 27:

00:00:00:00:00:00

MAC 03: 00:E0:F7 6E:B5:CA MAG 28: 00:00:00:00:00:00

MAC 04: 00:90:2B:C8:C6:E2 MAC 29 00:00:00:00:00:00

MAC 05: 00:0A:F3:DB:2E:37 MAC 30 00:00:00:00:00:00

MAC 06: 00: 24 MAC 31 00:00:00:00:00:00

MAC 07: 00:D0:58:D1:C4:11 MAC 32, 00:00:00:00:00:00

MAC 08: 00:00:00:00:00:00 MAC 33, 00:00:00:00:00:00

MAC 08: 00 00:00:00:00:00:00

:00:00:00 MAC 34:
MAC 10: 00:00:00:00:00:00 MAC 35: 00:00:00:00:00:00
MAC 11: 00:00:00:00:00:00 MAC 36: 00:00:00:00:00:00
MAC 12: 00:00:00:00:00:00 MAC 37: 00:00:00:00:00:00

MAC 13: 00:00:00:00:00:00 MAC 38: 00:00:00:00:00:00

Top

® Home_Siren

Specifications  Physical Conlii Aftributes

GLOBAL
Interfaces Wireless0

Settings

Algerithm Settings Galeway/DNS IPvd

Files O Her
INTERFACE Static
Wireless0 Default Gateway

Bluetooth DDNS Server

Gateway/DNS |Pv6
Automatic

O static

Default Gateway

DNS Server

loT Server

None

Home Gateway
© Remote Server
Server Address 10.3.0.125
User Name HomeUser
Password Password

Refresh

Top Advanced



Home Doors

Specifications  Physical _[CONfigl  ~ Aftributes

GLOBAL [ ] [ ] Home_Motion_Sensor
Default Gatew;
Settings . 7 Specilcaiiors  Physical Dmulg Aliribuing
Algorithm Settings DNg
GLOBAL
Files Inarfaces Wirsless
Gateway/DNS IPv6 Settings
INTERFACE S—
m n
Wireless0 futonate = = Guatawar DG Pyl
O static "
Bluetooth Defa e O owce
uetool
R G INTERFACE satic
DNS Server Wiralassl Drefault Gasewary
Blugtrath DS Sarer
loT Server
R0 GatewayDNE IPYE
Home Gateway
Remote Server .
© Remol o
Server Address 10.3.0.125
User Name HomeUser s
Password Pas$word
Refresh InT Sorver
hang
Hama Gatewsy
Device Clock: 13:00:35 Mon Mar 1 1993 UTC e
0 Romate Server
WL Sarvar Addross 10.3.0.126
Server Ip: Usar bame Homedlser
Authentication P PSSt
Roiresh
Top Advanced
® Home_Webcam [ XX ] Home Office PC
Specifications Physical ﬂ Attributes Physical  Config _Deskiop Programming  Attributes
GLOBAL o T
Settings Interfaces Wireless0 < > URL http:/10.3.0.125/Mome.html Go Stop

Algorithm Settings IoT Server - Devices

Home | Conditions | Editor | Log Out
Gateway/DNS [Pvé

Files
O DpHCP .
INTERFACE o » @ Home_Siren (PTT0810QD31-) Siren
WirelessO Default Gateway i
» @ Home Doors (PTT0810G4Z-) Window
Bluetooth DNS Server

» @ Home_Motion_Sensor (PTT081016MF-) Motion Detector

Gateway/DNS IPv6

- :‘;hn_muﬁc » . Home_Webcam (PTT0810T8HX-)
e

Default Gataway

Webcam

DNS Server

ese [rr—
ooy oy oy
loT Server

None

Home Gateway
0 Remote Server
Server Address 10.3.0.125

1oT Server - Devices Home | Conditions | Editor | Log Out

Hame_Seen (PTTO6100031)

User Name HomeUser

Password Pa$Sword




